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: هلاقم 	 هصلاخ
Security	is	one	of	the	most	important	challenges	in	cloud	computing	as	there	are	a	lot	of	threats	and	attacks	which	put
the	security	of	a	cloud	 in	 risk.	One	of	 the	most	common	attacks	 to	cloud	computing	 is	DDoS	(Distributed	Denial	of
service)	attack.	The	absolute	prevention	of	the	occurrence	of	DDoS	attacks	is	not	possible;	therefore,	detecting	these
attacks	 is	 an	 important	 step	 in	 securing	 a	 cloud	 against	 this	 kind	 of	 very	 common	 security	 threat.	 The	 attacker	 in
DDoS	attack	tries	to	flood	a	target	machine	with	sending	packets	similar	to	normal	and	factual	traffic	sent	by	another
virtual	 machine.	 Therefore	 the	 detection	 systems	 cannot	 successfully	 detect	 DDoS	 attacks.	 On	 the	 other	 hand,
distributed	nature	of	 these	attacks	makes	 them	more	difficult	 to	be	detected.	 In	 this	paper	we	propose	a	model	 to

.detect	Transmission	Control	Protocol	Synchronize	(TCP	SYN)	flood	attack	as	a	very	popular	type	of	DDoS	attacks
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