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An efficient modeling algorithm for intrusion detection systems using C5.0 and Bayesian Network structures
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although different models have been offered for intrusion detection systems (IDSs) in computer networks, it is difficult
to distinct unauthorized connections from authorized ones because intruders act similar to normal users. In this paper
we propose an efficient modeling algorithm for applying in IDSs to improve the quality of detections. In the proposed
algorithm, the integration of Tree Augmented Naive Bayes (TAN) in Bayesian Network (BN) and Boosting in C5.0
decision tree structures are used to take their advantages and avoid their weaknesses. These structures are adopted
once individually. Then the agreements of their combination are considered. In addition, in implementation process,
the KDDCUP’99 data set and the other widely-used measures in IDSs problem are used. The experimental results
show that the proposed algorithm not only achieves satisfactory results in accuracy and false alarm rate, but also

.improves the existing works
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