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Up to now, many password authentication key exchange protocols (PAKE) have been proposed. The fundamental
security aim of PAKE protocols is providing security against dictionary attacks. These kinds of protocols enable two
clients to agree on a common session key, using pre-shared secret key (e.g.password). Unfortunately, most of the
proposed protocols are vulnerable to well-known attacks while they are not feasible in the real world. In this paper, we
analyze Hitchock et al.’s protocol and show that it is vulnerable to key compromise, ephemeral key compromise
impersonation and off-line dictionary attacks. By analyzing the security attributes and performance of our protocol, we
show that our proposed scheme can resist against many well-known attacks while it provides better efficiency in
.compare with the analyzed protocol
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